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External requirements on societal

resilience and total defence

» Asaconsequence of environmental changes:
» UN:s global goal for a sustainable development #9:
» Build resilient infrastructure, promote sustainable industrialization and foster innovation
» As aconsequence of geopolitical changes:
» NATO:s requirements:
» Article 3in the NATO treaty => baseline requirements on resilience in seven societal sectors
» EU:srequirements (to become Swedish Law in 2026(?)):

» The CER directive (Critical Enfities Resilience) => requirements on resilience in eleven societal sectors

» The NIS 2 directive (Network and Information Systems) => requirements on resilience in 18 societal sectors
» The Swedish Total Defence:

» 12 new preparedness sectors
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NATOs 7 Baseline requirements applies

to systems in 7 sectors

1. Assured continuity of government and critical
government services (Ensuring decision-
making, leadership succession, and crisis
communication remain functional during
emergencies)

2. Resilient energy supplies (Securing access to
reliable energy sources and protecting
energy infrastructure from disruption)

3. Ability to deal effectively with uncontrolled
movement of people (Managing mass

migration and displacement due to conflict or,

disaster)
4. Resilient food and water resources

|
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(Safeguarding supply chains and
infrastructure for food production and
drinking) water.

Ability to deal with mass casualties (Ensuring
healthcare systems can respond to large-
scale health crises or attacks)

Resilient civil communications systems
(Maintaining secure and functional
communication networks, including public
alert systems)

Resilient civil transportation systems (Keeping
transport infrastructure operational to support
civilian and military mobility

They all require information and decisionmaking



EUs CER Directive applies to entifies in

11 critical sectors

Energy (Includes electricity, oil, gas, and 7.
hydrogen supply)

Transport (Covers air, rail, water, and road 8.
transport infrastructure and services)

Banking (Institutions providing core banking
services) 9.

Financial Market Infrastructures (Includes
central counterparties and payment systems) 10.

Health (Hospitals, private clinics, and entifies
involved in the production and distribution of

medical products) 11.

Drinking Water (Providers of potable water
services)

Wastewater (Enfities managing sewage and
wastewater tfreatment)

Digital Infrastructure (Includes internet
exchange points (IXPs), domain name systems
(DNS), and data centers)

Public Administration (Central and regional
government bodies)

Space (Operators of ground-based
infrastructure supporting space-based
services)

Food (Enfifies involved in the production,
processing, and distribution of food)

They all require information and decisionmaking



EUs NIS 2 Directive applies to entities

INn 18 critical sectors

1. Energy (electricity, oil, gas, district heating, . Space (operators of ground-basa-" Afrastructure)
hydrogen) o 12. Postal and Courier Ser~ V e
2. Trcms.port (air, rail, water, road) 13 Waste Mor- ‘ C\\
3. Banking e ‘ d ..un, and Distribution of
4. Financial Market Infrastructures \
5. Health (hospitals, private clinics, medi~~ Sec o r'roduchon Processing, and Distribution
and pharmaceutical monufor’f e‘ ,
. Manufacturing (e.g., medical devices, electronics,
6. Drinking Water machinery, vehicles)
7. Wastewate °\ \S 17. Digital Provid_elrs or]lline marketplaces, search
s. Digital Infra: “ = 1APs, DNS, TLDs, cloud, data engines, social platforms)
centers, CDI . 18. Research (entities conducting crifical or sensitive

9. ICT Service Management (business-to-business IT research)

services)

10. Public Administration (central and regional) They all require information and decisionmaking
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Civilt forsvar

Myndigheten for samhalls-

skydd och beredskap (MSB)

Den 1 oktober 2022

Militart forsvar

Forsvarsmaktens
Hogkvarter

Centralt beredskapsrad

Sektorsansvariga
myndigheter

Energiforsorjning

Finansiella tjanster Ekonomisk sakerhet

Beredskapssektorer Livsmedelsforsorjning och dricksvatten

Raddningstjanst och skydd av civilbefolkningen

Elektroniska kommunikationer och post

Forsorjning av grunddata

Hilsa, vard och omsorg

Ordning och sdkerhet

Sarskilda beredskaps-

omraden

Civilomradeschefer med
Beredskapskanslier (forslag 6)

Regioner (21)

Lansstyrelser (21)
med regionala rad

Kommuner (290)

Psykologiskt forsvar Skola och forskola
Samverkansregioner (6)

Militarregioner (forslag 6)

Garnisoner (regementen,
flottiljer, etc.)

Militara forband

They all require information and decisionmaking
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Comfort zone versus deep water

Comfort zone In between Deep water

Resilience Information Sifuation readiness

Decisionmaking




»Situation awareness (used in the military):

M » The ability to perceive, understand, and
y project the status of elements in a dynamic
(COp“OT,S ) environment
. »Situation readiness (Copiloft):
perspective .
. . »The state of being prepared to act
on S|'|'U(]1'|Oﬂ effectively in a specific situation, based on
d. available resources, plans, and awareness
readiness »Refers to an individual’s or organization’s

ability to effectively respond to a specific
context, threat, or opportunity by combining

(ErgO: deep preparedness, adaptability, and decision-
1_ making capacity”.
WO er) » Aligns very well with my understanding of

resilience.




Decision Makirg
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The 10 Best Decision Making Technigues in Management - Risely
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DOI: 10.13140/RG.2.2.33114.00969

My (OR) perspective on information: It is
essential for decision making



https://doi.org/10.13140/RG.2.2.33114.00969

DATA

INFORMATION

KNOWLEDGE

UNDERSTANDING

DECISION

From raw data to informed
decision — What can possibly go
wrong and how can we
prevent it from going wronge

| assume that this is your area of
expertise¢

So, | will focus on mine
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A picture is worth a thousand words...

Suboptimisation!
Their staff were NYSE was
not able to get closed
to work, and... anyway...

Goldman Sachs
had their own
electricity
supply, but...

—

Everything is connected =>
Robustness and resilience
require a holistic
perspectivel

“On August 14, 2003, a cascading failure of the power grid plunged more than 50 million
people into darkness in the northeast US and Canada. It was the most significant power
outage ever in North America, with an economic impact north of ten billion dollars”.



Questions we could/should ask

» What does resilience mean in theory and practise?¢
» How do we operationalise, quantify and measure ite
» How does it relate to

» robustnesse

» resistance and recoverye

» redundancy, flexibility and agilitye




RASKLAPP

- Resilience against one -
* disruption, does not
« necegsarily mean

E resilience against

~ another disruption!

Requirements on resilience: Against

whate

» Disruptions # risks/uncertainties — We do not know probabilities or impacts
» Disruptions = Black Swans = "Unknown Unknowns”
» (Very) High Impact - (Very) Low "Probability” ("Very large ignorance”) = HILP ¢®

risk management
- methods...

» Categories:

Natural disasters - g There are known knowns. These are things we
Cyber attacks - 4 know that we know. There are known unknowns. Johari Window

_ ed@e # A Thatis to say, there are things that we know we |
Pandemics — don't know. But there are also unknown o

athers

Terrorism *@ € unknowns. There are things we don't Rnow we
don't kRnow.

Arena Blind Spot

wot
KRQWn

(Donald Rumsfeld) Others

War

vV v . v v Vv

Fan;adel Unknown)

izquotes.com
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Requirements on resilience: Against what?e

» A combination of Classical/Modern Decision Theory and the Johari Window

Decision-making under certainty

Deterministic knowledge
Event occurs with certainty and leads to known

consequence
Requires neither SCRM nor SCDM

Decision-making under uncertainty
* Incomplete probabilistic knowledge
« Event occurs with only partially-known probability
and leads to known consequence

e Area for SCRM

Decision-making under risk m Decision-making under ignorance

Complete probabilistic knowledge
Event occurs with known probability and leads to
known consequences

Area for SCRM

 No probabilistic knowledge

 Unknown event occurs with unknown probability
and leads to unknown disruptive consequence

 Areafor SCDM
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Perspectives on defence supply chain robustness and resilience

Different
theoretical

perspectives
on resilience

Defence supply
chain robustness
and resilience

IngenjgrSperspektiv

9, “Mabily,
% Do,
%, %%,
‘@@ ?‘9/]
%
o %,
2z
%
kA
§

I Sector M Objective

Operational requirement Level



Robustness and resilience in theory:

Disagreement

s Proactive
System’s
characteristics
Robustness
i Flexibility Agility
Resilience
Changeability

Reactive

Performance
stabilization

l l Robust

Nowr t T Future

- Resilience —

1 Flexible/Agile &-ﬂ%
t%ﬁ
Robustness — Redundancy —__ Flexibility
1 Resillent e

New J Future "

All definitions, models
and theories cannot
be frue
simultaneously...

Resilience
Aot

ced Robusiness and Agility

= Paierce: + nciity i recover + kamaag

Corporate
culture

Strategic Adaplive
Capabhility

Insurance

Expaditing Reconfiguration

Redundancy Flexibility

Flexibility from redendancy

Proactive Stratogy Reactive Strategy
Reduacaacy o Preaivibey
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flexability development goals

spsrevn admpes Aeedf
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Developing
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resilience spslenn s ingensithve

rowards changes within
s ensiranment

Flexibility

Building Resilience Through Redundancy

Biverie skiluets

Ircreased Miibibry

epresed sk
management
Opportunities for
ineavation
) . spsrem con be
Adaptability : Agility changed rapidly
properties
“?n‘sfﬁcnr
- aystemn don be
Robustness I Flexibility changed saslly




Robustness and resilience in theory:

Agreement

» Four most common strategies:
» Redundancy (reserve capacity, security stock)
» Flexibility (ability fo change, alternative suppliers)
» Agility (ability to change rapidly)
» Cooperation (postponement, risk sharinQ)

» Numerous tactics in each strategy

» Many tactics can be used in several phases:
» Proactively

» Reactively



Robustness and resilience in theory
(Mmy interpretation)

Disruption occurs Disruption ends

New normal
 Better

Normal | Robusk,tness

Rq'silikence

-----I---

Performance level

Preparation EAdaptation

Anticipation; Response, Resistance | Recovery ! Growth

Before During Phase of disruptionr

CAYEAT ITH
ot necessarily
. tongensus regarding v,
_ concepts, definitions
= éﬁth relationships... -

Before disruption:
Proactive strategies =
Redundancy (e.g. security
stocks)

During and after disruption:
Reactive strategies = Flexibility
(e.g. multiple suppliers)

Purpose:

Ensure survival

Minimise deterioation and
downtime




Performance level

Disruption occurs

Normal

Preparation
Anticipation

Before

Disruption ends

1

1

1
Robustness Résilie

1

Response, Resistance

Same

.-------FI Worse
1

Adaptation
Growth




Properties at different system levels

(system vs. SoS) — Risk vs. vulnerabillity

Ingen funktionalitet Forsamrad funktionalitet Nastan fullstandig funktionalitet
a
1 «-
X X
< Risk vs. ,
sarbarhet I

e NS
\‘ —iy
~~ ~



Properties at different system levels
system vs. SoS) — Risk vs. vulnerabllity
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More questions we could/should ask

Vilka storningar skall vi dimensionera oss fore
Hur skall vi forbereda oss (strateqi)
Vilka system/férméagor mdste vara robusta?e Hur Iénge?

For vilka system/formdagor kan vi acceptera en
nedgdng i prestation?

» Hur stora nedgdngar dr acceptabla?
» Hurldng tid ér en nedgdng acceptabel?

» Vilket nytt normallage dr acceptabelte

S& vitt jag vet ger varken NATO eller EU oss svaren pd de
har frdgorna...

Performance level

A

Disruption occurs
1

Normal
A

1
i Robustness

1
Rdsilience
! A

Disruption ends
1

New normal

Preparation
Anticipation

Response, Resistance

. Adaptation
Recovery i Growth
]

/\—_| Better
: i
1

.+—— dl Same

RRTIAAALLLL ' Worse
1

Before

During

After

Phase of disruption

v




More questions we could/should ask

Stopp pa Malmbanan - 1gen
4 T‘ LD

ihi an exqmple of resilient system?' .

| | "( i > | |
Nobo knos... (as far as I know...) 3

i .'.".*’ AT .
e

N (BB

</ =

::

::di\}:[ S
Trafiken stod still pa Malmbanan i 76 dygn pa grund av tva ursparningar i december och
februari. Nu ar det stopp igen. Bild: Fredrik Sandberg/TT
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Disruption occurs

Normal
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Disruption ends

1
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1
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I
1
1
1
1
1
I
I
[}
1
1
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Preparation Adaptation
Anticipation Response, Resistance Recovery Growth
Before During After Phase of disruption




The war in Ukraine

» Lessons fo be learned:
» Logistics is targeted
» Logistics infrastructure is targeted
» Railways, roads and bridges are targeted
>

Telecomminications and energy infrastructure is
targeted

v

Hospitals, civilian housing, etc. is targeted

» All the infrastructure that must be resilient
according to EU and NATO is targeted

» By kinetic warfare

» By cyber warfare



Ukrainian resilience explained

» Well developed cyber security => well prepared for cyber warfare (resilient against)
» Experience 8 years of cyber warfare since 2014
» Proactive help from NATO
» Reactive help from BigTech

» Not as well prepared for kinetic warfare, however:

» Partly unmodernised infrastructure (designed by USSR to function in WWa3, still under modernisation =>
over capacity, old tech (half railway system electrified), etc.

» Relatively resilient because of alarge number of reactive measures (and a lot of external help)
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Lessons: Reactivity (ad hoc) that could

have been proactivity

» Lagstiftning, tullar och regelverk
» Ukraina har varit tvunget att snabbt gbora andringar, exempelvis genom att:

» Ta bort tullar pd generatorer, filldta stérre lagring av drivmedel hos féretag och enskilda, etc.,
etc.

» Redundans och flexibilitet

» Fanns delvis pga. omoderniserade system, men Ukraina har ocksé varit tvunget att
skapa detta

» Systematiskt IGrande

» Ukraina har varit tvunget att systematisera de [ardomar de successivt dragit under
kriget

» Offentlig-privat samverkan
» Fanns delvis, men har utdkats pd béde offentligt och civilt initiativ



Lessons: Reactivity (ad hoc) that could

have been proactivity

» Personal- och kompetenstorsorjning

» Ukraina har varit tvunget att successivt skapa ett system for detta for aft
omhdanderta frivilliga, krigsplacera andra, omhanderta pensiondrer, omskola

personal, etc.

» Reparationsplanering, Reservdelstorsorjning, Fornddenhetstorsorjning,
Lagerhdllining

» Eftersom Ukraina inte var forberett pd den omfattande kinetiska krigféringen
fanns ingen beredskap for dessa omrdden

» Energilagringssystem

» Eftersom Ukraina inte var forberett pd den omfattande kinetiska krigféringen
fanns ingen beredskap for detta

37




Lessons: Reactivity (ad hoc) that could

have been proactivity

» Lokal produktion och lagerhdlining, Diversifiering av energiproduktion,
Alternativ energiforsorjning,

» Fanns delvis pd plats, men Ukraina har varit tvunget att utveckla detta under
krigets gdng

» Backuper och reservforfaranden

» Eftersom Ukraina inte var forberett pd den omfattande kinetiska krigféringen
fanns ingen beredskap for detta

» Prioritering, omdirigering och ransonering

» Ukraina varinte forberett pd stora folkforflyttningar, omfattande elavbrott, etc...

38
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Paradigm shift 1 — .
Requirements on resilience |

>
>

.

 PREMIUM\\_

EU and NATO require societal resilience - NS
We must move from focusing on cost-efficiency to focusing on resilience

» In the global supply chains

» In the critical infrastructure

Including measures for increasing redundancy and flexibility

This will drive costs — Who should pay for whate

\\ INCREASES /
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Paradigm shift 2 — New ared of iy

operations T PREMIUMNL
-~ N\(INCREASES /

NATO will have a new area of operations in the North NLT

Today, supply chains and critical infrastructure systems have a north-south focus
This must be complemented with a west-east focus

Including measures for increasing redundancy and flexibility

It is also likely to include investments in new infrastructure systems

This will drive costs — Who should pay for whate




The need for resilient, cross-border, critical .

Infrasfructure — Paradigm shift from efficiency
o resiliency and north-south to west-east

» Past: Bottom-up, unilateral, north-south focus, within national and organisational areas of
responsibilities — Focus on efficiency in subsystems

» Present and future: Top-down, multilateral, west-east, holistical view of critical
infrastructure, etc. — Focus on resiliency in cross-border systems-of-systems

» Present and future: Cooperation between nations, authorities and companies
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Supply Chain Resilience -
An Empirical Exploration
of Barriers and Enablers in
Military Settings

REBECCA LUCAS, THOMAS EKSTROM, PAOLA FUSARO, ELIZABETH HASTINGS ROE
LUCIA RETTER

Thomas Ekstrom

Toward Defense Supply
Chain Disruption
Management

A Research Agenda for Defense Supply Chain Re

THOMAS EKSTROM

GrundBULT

Utgangspunkter for forskning o

ABSTRACT B - beredskapshansyn i transports

In the post-Cold War period, many Western countries reduced their milit
shifting their focus from teritorial defence to expeditionary operatior
armed forces, the transformation brought with it an increasing depend

Par Eriksson (red.), Thomas Ekstrom, Ca
Linnea Eriksson, Karolina Isaksson, Erik
Ingrid Johansson, Linea Kjellsdotter lve
Francisco ). Marquez-Fernandez, Jean R
Martin Svanberg, Jacob Witzell

commercial supply chains, vulnerable to disruption. Today, the geopolitica
changing; the established rules-bosed international order is na longer sec
nations are uniformly increasing their military expenditure to refocus
defence. But this return to an earlier posture does not mean that Cold
are adequate for addressing contemporary issues in defence supply ch
(SCRES). Previous research has primarily studied SCRES in commercil
paper empirically explores barriers and enablers regarding the enhancerr
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ABSTRACT

Layered resilience has received increased attention in recent years. This paper addresses an important subset
of layered resilience, whick is resilience in defence supply chains. The paper reports on findings from iwo
studies, coneucted in the Swedish defence sector. The purpose of the two siudies is to identify feasible solutions
Jor how the Swedish defence sector can redesign its supply network to meet the new challenges of a
re-established Swedish Total Defence. The first study used a modified Delphi technique and concluded that
two Delphi paels constitute a usefil modification to the Deiphi technigue. Two panels increase the validity
of the results and can potentially lead to interesting outcomes that & traditional design is less likely 1o produce,
particularly if combined with the panels with from different persy and using
workshops to discuss the findings. The second study used a survey to investigate which tactics for resilience in
deferce supply chains defence authorities and defence industry prefer in peace, crises, and war. Though
inconclusive, the findings indicate that authorities and companies agree that multiple sourcing and
pre-storage of supplies are important tactics to achieve resilience in defence supply chains. This is in line with
previous research in commercial supply chains, which identifies inereased safety stock and multi-sourcing as
o of the most commonly used ractics to address disruptions.

10 INTRODUCTION

Beginning with the 2008 Russo-Georgian War and intensifying with the Russian anncxation of Crimea in the
2014 Russo-Ukrainian War, the Swedish position on defence and security policies gradually shified [1].
The Swedish Defence Bill of 2015 marked a definitive tuming point, stating that “The most important priority
in the defence bill covering the period from 2016 to 2020 is to increase the operational warfighting capability
of the Armed Forces and to ensure the collective foree of the Swedish Total Defence™ [2]. Sweden defines its
Total Defence as “the preparations and planning required to prepare Sweden for war and in highest alert,
“all societal functions are defined as Total Defence, which consists of military defence and civil defence™ [3]
The eurrent Swedish Defence Bill establishes that “The security situation in Sweden’s neighbourhood and in
Europe has deteriorated over time,” continues to observe, “An armed attack against Sweden cannot be ruled
out," and emphasises that “It is particularly important that work to strengthen resilience in the most important
sacietal functions is further developed and deepened” [4]. As of 24 February 2022, the security situation in
Sweden's neighbourhood has deteriorated even further. As a result, on 16 May 2022 the Swedish Government,
with broad support in the Swedish Parliament, decided to apply for NATO membership [5]

NATO membership entails adherence to the North Atlantic Treaty in its entirety, including Article 3, which
states that “In order more effectively to achieve the objectives of this Treaty, the Parties, separately and jointly,
by means of continuous and effective self-help and mutual aid, will maintain and develop their individual and
collective capacity to tesist armed attack” [6]. NATO demands that “Each NATO member country needs to
be resilient to resist and recover from a major shock such as a natural disaster, failure of critical infrastructure,
or a hybrid or armed attack. Resilience is a society’s ability 10 resist and recover fro
combines both civil preparedness and military capacity™ [7]. The Warsger

seven baseline requirements for national resilicncg
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